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50% of devices

External RAM, Non-volatile memory
and (crypto/comm) co-processors
25% of devices

Debug Port Implants JTAG/UART/USB for
Monitoring and debugging

. 15% of devices
Side Channel Attack Internal cryptographic engines
For software or external storage protections

T 7% of devices
Injection The SoC doesn’t have secure keystore

Low 3% of devices

Level The non-certified or low-cost secure IC’s
Reverse
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Rich OS Environment
REE (e.g. Android)

Normal Applications

[

REE OS Code; like Android
a Root of Trust capable of
reporting state of further code®

I

REE Boot Code
(a Root of Trust®)

*Whether these are Root of Trust in a particular
device depends on whether one of the earlier
stages can report (attest) their boot state

Trusted Execution Environment
TEE (e.g. Kinibi)

Trusted Applications

TEE OS Code; like Kinibi
a Root of Trust capable of
reporting state of further code

TEE Boot Code
(a Root of Trust)

Device Boots
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Traditional RoT Open Titan

Firmware Firmware

Protocols APIS

Software

Instruction Set Instruction Set
Architecture Architecture

SoC Architecture SoC Architecture

Digital IP RTL Digital IP RTL
(RTL) Verification (RTL) Verification Silicon

Foundry IP  Analog IP } Foundry IP  Analog IP

Physical Design Kit Physical Design Kit

Chip Fabrication Chip Fabrication

Chip Packaging Chip Packaging

PCB Interface

PCB Interface Integration

PCB Design
(Sch & Layout)

PCB Design

(Sch & Layout)

Proprietary
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