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BACKGROUND AND PROCESS

 Article 14A of the Constitution of Sr1 Lanka

 Legal frameworks considered

>

YV V V V V

OECD Privacy Guidelines

APEC Privacy Framework

Convention 108

General Data Protection Regulation

Personal data protection laws of UK, Singapore, Mauritius and India

2nd Additional Protocol to the Budapest Cybercrime Convention (2021) — Art 14

« Seven stakeholder consultations + sectoral reviews
CSSL, FITIS, SLASSCOM, Ceylon Chamber & others
All version changes to Bill published online from 16t June 2019 onwards

>
>
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ATTORNEYS-AT-LAW

OBJECTIVES OF THE PDPA

a1d

To regulate the processing

of personal data. subjects in terms of their

personal data.

Preamble

“..facilitate growth and innovation in the digital
economy, whilst ensuring the protection of
personal data..”

“.Improve interoperability among personal data
protection frameworks as well as to strengthen
cross-border cooperation among enforcement
authorities’.

To strengthen the rights of data

The establishment of the
Data Protection Authority

to enforce the provisions
of the Act.

Date of operation
Not before 18 months
and not after 36
months.

Broad sphere of application

Includes: entities offering goods and services in Sri
Lanka, monitors behaviour of data subjects, etc.

FExcludes: personal data processed purely for domestic or
household purposes by an individual and data that is not
“personal data”
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ATTORNEYS-AT-LAW

PERSONAL DATA

Any information that can
identify a data subject,
directly or indirectly by

reference to an identifier or
one or more factors specific
to the physical,
physiological, genetic,
psychological, economic,
cultural or social identity of

DATA SUBJECT

An 1dentified or identifiable
natural person, alive or
deceased, to whom the

personal data relates.

PDPA: KEY TERMS

PROCESSING

Any operation performed on
personal data, including but
not limited to collection,
storage, preservation,
alternation, retrieval,
disclosure, transmission,
making available, erasure,
alignment, combination or

that individual or natural
person. Includes special
categories of personal data.

carrying out of logical or
arithmetical operation on
personal data.

SPECIAL CATEGORIES OF
PERSONAL DATA

The personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, the processing of
genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation,

personal data relating to offences, criminal proceedings and
convictions, or personal data relating to a child;

CONTROLLER

Any natural or legal
person, public authority,
public corporation, non-

governmental
organization, agency or
any other body or entity
which alone or jointly with
others determines the
purposes and means of the
processing of personal

PROCESSOR

A natural or legal person,
public authority or other
entity established by or
under written law, which
processes personal data
on behalf of the
controller.
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ATTORNEYS-AT-LAW

Controller

Natural or legal person who
decides the purposes and
means of processing

Insurance providers storing customer data profiling to
provide value added services.

Cloud Service Providers providing storage services to
banks.

Public corporations engaged in public service with XXX
employees.

Department of Registration of Persons which issues NICs.

Telecommunication or service providers onboarding
customers.

Private schools collecting information regarding parents
and children.

A supermarket chain engaging a third party to manage
their customer loyalty program.

Processor

P@W Jos

Natural or legal person who
process on behalf of the
controller
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PRINCIPLES OF PROCESSING

DATA
MINIMIZATION

PURPOSE

LAWFULNESS SPECIFICATION

ACCURACY

.IEI.'OC'QS.Sing 1s lawful Or'lli; The purp?hse fior The personal data The personal data
if it 1s in accordaflce wit processing shou d be processed should be processed should be
Schedules I-1V. spemﬁed, ?XphClt and adequate', relevant and accurate and updated.
legitimate. proportionate to the

corresponding purpose of
processing.
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PRINCIPLES OF PROCESSING

STORAGE INTEGRITY AND

LIMITATION CONFIDENTIALITY TRANSPARENCY

ACCOUNTABILITY

Personal data should be Appropriate technical and Provide data subject with Maintaining a Data
stored only for a time as organizational measures information: Protection Management
may be necessary or for as are to be implemented to » referred to in Schedule Programme.
long as it is required for prevent the unauthorized V; and
the purpose for which it is / unlawful processing of * regarding any decision
processed. personal data, or the loss, taken with respect to the
destruction or damage of exercise of a data subject’s
personal data. rights.
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ATTORNEYS-AT-LAW

Consent
(Schedule III)

Controller’s legal
obligation

Public interest or
official authority of
Controller prescribed
by law

LAWFUL PROCESSING

Processing Personal Data
(SCHEDULE D

Contractual

performance

Necessary to respond to
the emergency or
safety of the data

subject

Legitimate interest

of controller

Processing Special Categories of Personal Data
(SCHEDULE II)

Data manifestly made
public by the data
subject

Establishment of legal
claims before a court of
law

Occupational medicine,
medical diagnosis,
treatment or
management of health-
care services

Employment, social
security, public health,
prevention of
communicable diseases

Threat to life, health or
safety of data subject

Substantial public
interest as prescribed by
law

Archiving, scientific or
historical research,
statistical purposes
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ATTORNEYS-AT-LAW

DATA PROTECTION MANAGEMENT PROGRAMME

* The draft DPMP Guidelines stipulate various components which are to be included in a DPMP.

* A controller is required to maintain duly catalogued records on the implementation of personal data processing principles.

* The DPMP must be designed on the basis of the structure, scale, volume, and sensitivity of the controller's processing activities.
» Atiered approach is to be implemented in adopting internal controls and procedures.

* Devise a mechanism to receive complaints and conduct inquiries.

*  Consist of mechanisms to identify personal data breaches.

* Periodic monitoring and continuous assessments.

* Facilitate the exercise of a Data Subjects’ rights.

* Controllers must monitor and assess their systems regularly and make updates as required to ensure continuous improvement.

«  Carry out Data Protection Impact Assessments as appropriate (Refer - Draft Regulations on Personal Data Protection Impact Assessments
under the Personal Data Protection Act No. 9 of 2022).
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Access

Section 13

HERITAGE PARTNERS

RIGHTS OF DATA SUBJECTS

Withdraw consent
Section 14(1)

Right to object
Section 14(2)

Rectification
Section 15

*Right to access
personal data processed
by the Controller.

* Obtain confirmation on
the personal data
processed.

* Information on matters
set out in Schedule V.

*Right to withdraw
consent if the
processing is based on
consent.

* Withdrawal shall not
affect the lawfulness of
prior processing.

* Object to the further
processing of personal
data, if such processing
1s either based on
public interest or
legitimate interest.

*Request the
rectification of
inaccurate data or the
completion of
incomplete data.

* Subject to the
controller’s right to: (i)
maintain such data for
evidentiary purposes;
or (ii) refuse such

request under section
17 of the PDPA.

Erasure

Section 16

* If the processing is in
contravention with the
principles of processing.

*If the data subject
withdraws his / her
consent.

*If it is required by
written law or an order
of court.
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CONTROLLER’S RIGHT TO REFUSE A REQUEST BY A DATA SUBJECT

e  Grounds:

» National Security;

Public order:;

Any inquiry, investigation or procedure conducted under any written law;
Prevention, detection, investigation or prosecution of criminal offences;

Requirement to process data under any written law;

vV V V V V

Technical and operational feasibility of the Controller to act on the request of Data Subject.

Appeal to the Data Protection Authority and thereafter to the Court of Appeal.
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ATTORNEYS-AT-LAW

MANDATORY APPOINTMENT

A ministry, government
department or public
corporation, except for judiciary
acting in their judicial capacity.

If a controller processes
personal data that (i) regularly
and systematically monitors
data subjects or (ii) processes
special categories of personal
data, according to a prescribed
scale and magnitude.

A controller’s processing
resulting in a risk of harm to
the rights of data subjects.

DATA PROTECTION OFFICER

[Refer: Draft Regulations on the Appointment of the Data Protection Officer under Section 20 of the Personal Data Protection Act No. 9 of

2022 ]

QUALIFICATIONS

Prescribes academic and
professional qualifications.

Academic background,
knowledge & technical skill on
data protection.

Competency and capacity to
implement strategies and
mechanisms to respond to

inquiries and incidents.

RESPONSIBILITIES

Advise controllers and its
employees on the requirements
under PDPA.

Ensure compliance with the Act
on behalf of the Controller.

Capacity building of staff.

Advise on Data Protection
Impact Assessments.

Cooperate with the DPA
regarding instructions and
directives
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ATTORNEYS-AT-LAW

CROSS-BORDER DATA FLOW

LIMITED LOCALIZATION

* Limitations only on public authorities - ministries, departments, provincial councils, local authorities, etc.

*  No limitations on controllers who are banks, telcos and other regulated businesses.

CONTROLLERS OTHER THAN A PUBLIC AUTHORITY

*  Processing can be done either based on an “adequacy decision” or in any country, provided the Controller complies with the safeguards
under the Act.

+  Compliance under section 26 (3) through “instruments” specified by the DPA - Binding Corporate Rules, Standard Contractual Clauses, etc.

* In the absence of an adequacy decision or safeguards, a controller or processor may still process personal data outside Sri Lanka under
Section 26(5) of the PDPA, if:-

*  The consent of the data subject is obtained.
*  The transfer is necessary for the performance of a contract between data subject and the controller.
* It is on the basis of public interest.

e Other conditions prescribed by Regulations
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ATTORNEYS-AT-LAW

DATA PROTECTION AUTHORITY

Regulate the processing of Safeguard the privacy of Provide for mechanisms to Ensure the regulatory

personal data in the data subjects from any ensure the protection compliance with the
accordance with the adverse impact arising of personal data of data provisions of this Act to
provisions of the PDPA. from the digitalization of subjects engaged in digital facilitate the growth and
the procedures and transactions and innovation in the digital
services in the public and communications. economy.
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ATTORNEYS-AT-LAW

DIRECTIVES AND PENALTIES

The DPA may issues directives to controllers or processors, where the DPA determines that such controller or processor (a) is engaged in, or is
about to engage in, any processing activity which is in contravention with the Act; or (b) has contravened or failed to comply with the provisions of
the Act, any rule, regulation, instruction, directive or order given under the Act or any other written law which, in the opinion of the Authority,
relates to processing of personal data.

Penalties (Section 38)

Where a controller/processor fails to comply with a directive issued by the DPA. Liability is extended to directors of body corporates and
partners of firms.

Maximum penalty - Ten Million Rupees for each non-compliance.
Subsequent failures will result in additional penalties.
Failure to pay a penalty may result in the DPA making an ex-parte application to the Magistrate Court, for the recovery of the relevant sum.

The imposition of a penalty does not preclude the DPA from implementing other regulatory measures (e.g: suspension the controller’s /
processor’s business, cancellation of a license, etc.)

An aggrieved party has 21 days to appeal to the Court of Appeal against a decision of the DPA.

Mitigatory factors - prior to the imposition of penalties, the Authority will consider: the nature, gravity, duration of the contravention;
mitigatorv action taken bv the controller/processor; effectiveness of the data protection management programme; previous non-compliances b
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ATTORNEYS-AT-LAW

IMPLEMENTATION CHALLENGES

* |mplementation Strategy
= Phased-out implementation
= Raising stakeholder awareness & capacity building
= |dentify suitable organizational structure for DPA

= Establish an Independent Data Protection Authority (DPA)
= Ensure financial and administrative independence within the limits of Sri Lankan legal framework
= Ensure coordination between DPA and other sectoral regulators to ensure smooth implementation of the Data Protection Act

= Formulation of Rules and Regulations under the new Law
= Facilitate public-private consultations prior to promulgation
* Training & capacity building
= Ensure the officials of DPA possess the requisite technical knowledge and skill to perform the duties and functions
= Attract and retain skilled personnel for the staff of DPA
= Provide nation-wide stakeholder training and capacity building for government sector and private sector

= Developing industry norms/standards - sectoral
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Training of Professionals
In Personal Data Protection

Kohei Kurihara - Privacy by Design Lab



Introduction

Kurihara Kohei
Privacy by Design Lab

Kohei is Co-Founder of Privacy by Design Lab, a leading data privacy culture and
society community. As a not-for-profit, the organization was originally established as
a privacy oriented corporate structure program and policymaking. We collaborate with
multi-stakeholders, public affairs, government, companies and civic organizations, and
international watchdogs to enhance fundamental privacy culture. He has spoken at
many international conferences such as UNESCO and participated in open-source
projects as a data privacy and blockchain expert. He also has extensive experience with
education and non-profit organizations, and working with the secretaries of local
politicians around the world creating and developing public policy.

International Conference
 Aspen Institute Italia Aspen Seminars for Leaders
- My Data Global MyData Online 2022 conference

3 Privacy by
9 o Design
'\2&: 9 & Conference
e

a

2025

1.28 10:00-18:00 (—#B-19:45)

) Privacy by
BHBEEA Y772 (AR Design Lab

Privacy by Design Conference 2025

Conference Report

Released
Latest
Conference
Report

©2025 Privacy by Design Lab



https://privacybydesign.jp/wp-content/uploads/2025/03/cfcb09e6ff558f29ecf1f8c35e6f635e.pdf

Why is “Privacy Awareness” indispensable with cybersecurity?

To implement fully secure and privacy infrastructure, both of elements have to be embedded altogether,

and it is necessary to design into our digital infrastructure,

Security Privacy

By Design
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Why will “Privacy Awareness” become key factor of training?

To integrate the privacy and security, regardless of expert or non-expert, it needs to amplify the interest and

encourage dialogues among the private and public practitioners.

Awareness and practical training

Interest Dialogue Collaboration
(Discovery Learning) (Mutual Leaning) (Practical Learning)
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What can Non-governmental Organization do for the awareness?

As a non-governmental organization, Privacy by Design Lab annually hosts the conference to celebrate

data privacy and data protection day, sharing the experiences and idea for our digital future.
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Talking with international
privacy and security
practitioners to share
their practices

Design Lab

Participating from diverse backgrounds, government, private
sectors, civil society, academics, talking about future issues related
to privacy and security with societal themes together

©2025 Privacy by Design Lab



Our next challenge by multi-stakeholder cooperation worldwide

Sharing the awareness movement, we envision international collaboration across countries.

In APAC, we want to establish APAC style data privacy and protection day in 2025!
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Thank youl

Please Contact Me on Emall
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